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Overview

1. Whatis a dark pattern?
Definitions & examples

2. How do we identify dark patterns on the web at scale?
Automated measurements & prevalence

3. What can we do about dark patterns?
Legal / technical solutions, and future work



What is a Dark Pattern??



Example #1: Instagram Ad

80% OFF

" BLACK FRIDAY SALE

https://twitter.com/blakeir/status/939605849340895237




Example #1: Instagram Ad
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Example #2: Facebook Consent
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https://fil.forbrukerradet.no/wp-content/uploads/2018/06/2018-06-27-deceived-by-design-final.pdf




Example #2: Facebook Consent

Required:
Review
your data
settings

x

Leave
without
reviewing
?You
need to
finish
reviewing
these

continue
using

SuIMaIAaJ INOYYM aAeI]

Facebook.

We show
Get you better
started _ads by using
data from
advertisers,
app
developers
and
publishers

Continue

s8uies

elep ageuelp
—
950D X

A

Ads based on
data from
partners

anuiuo)
)

You control whether
we use data from
partners to show you
ads.

Don’t allow

Your choice has
been saved

Accept
and
continue

Accept ang continye

Turnon
face
recognition
if you want
us to use
this
technology

Accept
and
continue

sgu1119s

elep agdeuelp
90D X

4
A

Face recognition

anuiuo)

Manage your
settings.

Don’t
allow

Accept ang continye

Your choice has
been saved

Please
acceptour |
updated @ accept
terms to
continue

using
Facebook.

po3) SMau 0] uinlay

aso|)

suonydo JnoA asg

Your options

If you don’t accept
these, you can’t
continue using

Facebook.
|

junodde JnoA 913|aQg

3 clicks to accept
14 clicks to reject

https://fil.forbrukerradet.no/wp-content/uploads/2018/06/2018-06-27-deceived-by-design-final.pdf




Example #3: Virgin Active Marketing

HOW WE CONTACT YOU

By providing your details you agree that we can contact you (including by electronic g
means such as email, SMS and MMS) about promotions, special offers and

discounts from Virgin Active. If you would prefer not to hear about these please untick

this box.

We would also like to share your information with other Virgin companies and other v
carefully selected organisations so that they may contact you from time to time

(including by electronic means such as email, SMS and MMS) about promotions,

special offers and discounts we think may be of interest to you. Please untick this box

if you would like to hear about these.

https://virginactive.co.uk account creation (July 2019)
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Example #4: Turbolax Pricing

Maine and Massachusetts residents: Taxes are due 4/17. File now!

fuiv
Q?J'rbotax. Products & Pricing Tools & Tips After You File Help Security Tax Reform L & Sign In ]

Guaranteed. ,
$0 Fed. $0 State. $0 To File. ¥

I ’

¢

En Espanol

INTUIT

@ turbotax @ quickbooks @ mint

One account. Everything Intuit.

Learn more

User ID

; . ; Password
Easily and accurately file your simple

tax returns for FREE. See why it's free

Remember me

- {
Sign In
NICE REFUND!
r $3 1 By clicking Sign In, you agree to the
y e TurboTax Terms of Service, Turbo Terms of Use

and have read and acknowledge our an.acy Statement
FEDERAL

B

—

Forgot user ID or password? | Create an account

v Maximum refund, guaranteed v 100% accurate calculations

https://www.propublica.org/article/turbotax-just-tricked-you-into-paying-to-file-your-taxes



https://www.propublica.org/article/turbotax-just-tricked-you-into-paying-to-file-your-taxes

Example #5: Medium Account Creation

Join Medium. Welcome back.

Sign in to get personalized story
recommendations, follow authors and topics
you love, and interact with stories.

Create an account to receive great stories in
your inbox, personalize your homepage, and
follow authors and topics that you love.

~ G A {5 Signin with Google
{5 Sign up with Google

K3 Sign in with Facebook
K3 Sign up with Facebook

%7 Sign in with Twitter

Already have an account? Sign in

bd Sign in with email

No account? Create one

To make Medium work, we log user data and share it with

service providers. Click "Sign up” above to accept Medium'’s To make Medium work, we log user data and share it with
Terms of Service & Privacy Policy. service providers. Click "Sign in” above to accept Medium’s
Terms of Service & Privacy Policy.

https://twitter.com/aruneshmathur/status/1124342919173935104




1
Dark patterns are tricks used in
websites and apps that make you do
things that you didn't mean to, like
buying or signing up for something.
))

— Brignull, 2010

https://darkpatterns.org (July 2019)



https://darkpatterns.org

More Broadly ...

Dark patterns are user interface design choices
that benefit an online service by coercing,
steering, or deceiving users into making
decisions that — if fully informed and capable
of selecting alternatives — they might not make.

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



How do Dark Patterns Work"?

Asymmetric
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How do Dark Patterns Work"?

Asymmetric

COVG rt HOW WE CONTACT YOU

By providing your details you agree that we can contact you (including by electronic 4
means such as email, SMS and MMS) about promotions, special offers and
discounts from Virgin Active. If you would prefer not to hear about these please untick
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Mathur et al., Dark Patterns at Scale: Findings from a Crawl! of 11K Shopping Websites, July 2019



How do Dark Patterns Work"?
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How do Dark Patterns Work"?

Asymmetric

Join Medium.

Covert
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{5 Sign up with Google
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How do Dark Patterns Work"?

Asymmetric

Maine and Massachusetts residents: Taxes are due 4/17. File now!

fuit
‘ : O V e I | Q{‘J}botax Products & Pricing Tools & Tips After You File Help Security Tax Reform

- FREE
Dece ptlve Guaranteed.

$0 Fed. $0 State. $0 To File. | ¢

Easily and accurately file your simple

INTUIT

@ turbotax @ quickbooks @ mint

One account. Everything Intuit.

User ID
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tax returns for FREE. See why it's free

Remember me

NICE REFUND!

. y ' 2 TurboTax Terms of Service, Turbo Terms of Use
and have read ar knowledge ir Privacy Statement
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.
: Forgot user ID or password? | Create an account
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Why Use Dark Patterns”

Money Nudging you to buy more

Data Getting around privacy protections

Time Making apps addictive

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



How can we identify and measure
dark patterns on the web at scale?




Why Measurement?

1. Document various forms of user-facing patterns.
2. Measurement can be the basis of building defenses.

3. Companies respond to public pressure. Precedents
iInclude privacy & security measurement studies.

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



Our study: Shopping Websites

Macy's Presents: The Edit- A curated mix of fashion and inspiration Check It Out Free Shipping with $75 purchase + Free Store Pickup. Contiguous US. Exclusions|

*m@cys STORES DEALS LISTS GIFTS v WEDDING REGISTRY g—gmﬁﬁfgm A ;ignAIgCOUNT v
m
1 S e I SHOP BY DEPARTMENT v Search or enter web ID E *
. veral anecaotal exalmples ,
BRONZE MEMBERS: LET THE PERKS ROLL IN!  showMeHow  ctarrewards

Of d a r k p att e r n S - Reserve now before the Big Home Sale begins //31. %

UP TO 65% OFF + EXTRA 10% OFF
SAVE 20-60% ON FURNITURE, MATTRESSES & RUGS

Excludes Super Buys. Promo code: HOME Exclusions

Furniture Mattresses Super Buys“" =~

2. Gathered a corpus of 11K of
the most popular shopping
websites worldwide.

Financing Available White Glove Delivery 120-Day Mattress WORRYNOMORE®

omfort Trial Protection Plan

CAN’T-MISS OFFERS & MORE select styles.

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



Data collection and analysis pipeline

Corpus Creation

Data Collection

Data Analysis

Webshrinker polyglot Language
Classifier Classifier
361K Websites From 47K Shopping 19K English
Alexa Top Sites Websites Shopping Websites
e 13M Segments
&, I - e HTTP Requests —
. & Responses
Checkout
Crawler m
e HAR Files
w ol ¢ HTML Sources —
EJ e Page Screenshots
Product Page 53K Product Pages
Crawler From 11K Shopping
Websites
Manual
Examination
. Dark Patterns

Hierarchical
Clustering using
HDBSCAN




Three Key Challenges

4 A

Mimicking a real user

K browsing websites /

g —

Collecting and storing

K data from websites /

o

Analyzing collected
data

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019
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Shopping Bot

American Rag Jamie T-Strap F X -

& https://www.macys.com/shop/product/american-rag strap-platform-d : 57ID=2603457&CategorylD=56172&s >olor=Tan#fn=sp%3D1%26sp...
Macy's / Shoes / Sandals & Flip Flops customers also
shopped

American Rag
Jamie T-Strap Platform Dress Sandals, Created

for Macy's
% % % % % 105 Reviews 2 Questions & 6 Answers
Limited-Time Special
$59.50
Sale $29.75 50% off) Sale ends 7/30/19 G by GUESS Shelli
Sandals
$59.00
Color: Tan ***** @)
SR — ' See All
Colors
v

Size: Please select | Size Chart

See Al
B 6M | [ 65M | | 7TM | giree

v
Jessica Simpson
: Jakayla We...
g + Orig. $79.00
Now $36.13
ADD TO BAG ADD TO LIST Fokkkok (1)

m Watch Video

Availability

Select a size above in order to view availability.

Product Details -
Gall It Spring Acaviel

Wed...
Reg. $50.00
American Rag's Jamie dress sandals take your Sale $25.00

style up a notch with a platform heel and T-strap
design for a look that wows!

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



Shopping Bot

American Rag Jamie T-Strap ' X 4

& https://www.macys.com/shop/product/american-rag-jamie-t-strap-platform-dress-sandals-created-for-macys?ID=2603457&CategorylD=56172&swatchColor=Tan#fn=sp%3D1%26sp..
Macy's / Shoes / Sandals & Flip Flops customers also
shopped

American Rag
Jamie T-Strap Platform Dress Sandals, Created

for Macy's
% % % % % 105 Reviews 2 Questions & 6 Answers
Limited-Time Special
$59.50
Sale $29.75 (50% off) Sale ends 7/30/19 G by GUESS Shelli
Sandals
$59.00
Color: Red % %k Kk (2)
. / \ T 4 See All
{ ) ’ . Colors

Find Your True Fit

Size: Please select | Size Chart

See All
5.5M 6M 6.5M 7M Slan

v
Jessica Simpson
. Jakayla We...
et + Orig. $79.00
Now $36.13
ADD TO BAG ADD TO LIST kK kK (1)

[>] watch video

Availability

Select a size above in order to view availability.

Product Details .
Call It Spring Acaviel
Wed...
Reg. $50.00
American Rag's Jamie dress sandals take your Sale $25.00

style up a notch with a platform heel and T-strap
design for a look that wows!
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Shopping Bot

American Rag Jamie T-Strap ' X -

(& @ https://www.macys.com/shop/product/american-rag-jamie-t-strap-platform-dress-sandals-created-for-macys?ID=2603457&CategorylD=56172&swatchColor=Tan#fn=sp%3D1%26sp... ¢ Incognito @
Macy's / Shoes / Sandals & Flip Flops customers also
shopped

American Rag
Jamie T-Strap Platform Dress Sandals, Created

for Macy's
% % % % % 105 Reviews 2 Questions & 6 Answers
Limited-Time Special
$59.50
Sale $29.75 (50% off) Sale ends 7/30/19 G by GUESS Shelli
Sandals
$59.00
Color: Black Micro 2. 0.0.0 .47
PN ey v See All
o . ‘., ) g Colors
b 'A 7,‘4" S N ! v

Find Your True Fit

Size: Please select | Size Chart

N See All
\5\M\ }w 6M | | 65M | 7M

A Sizes
A4
Jessica Simpson
; Jakayla We...
Qty' 1 + Orig. $79.00
Now $36.13
ADD TO BAG ADD TO LIST ok ok (1)
m Watch Video
Availability
Select a size above in order to view availability.
Product Details —
Call It Spring Acaviel
Wed...
Reg. $50.00
American Rag's Jamie dress sandals take your Sale $25.00

style up a notch with a platform heel and T-strap
design for a look that wows!
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Shopping Bot

Macy's / Shoes / Sandals & Flip Flops customers also
shopped

American Rag
Jamie T-Strap Platform Dress Sandals, Created

for Macy's

% % % %% 105 Reviews 2 Questions & 6 Answers

Limited-Time Special

$59.50

Sale $29.75 (50% off) Sale ends 7/30/19 G by GUESS Shelli
Sandals
$59.00

Color: Black Micro Ak k(2

00 000 =

Find Your True Fit
Size: 7TM | Size Chart

N ‘ | See All
5M__ M\ 6M | 6.5M || 7™ ‘ Sizes
el -
Jessica Simpson
. Jakayla We...
Qty: 1 T Orig. $79.00
Now $36.13
ADD TO BAG ADD TO LIST hoAokkok (1)
m Watch Video
© Shiplt
In stock: Usually ships within 3 business days.
Free Pickup In Store
Check Availability In Stores
Call It Spring Acaviel
Wed...
Product Details — Reg. $50.00
Sale $25.00

American Rag's Jamie dress sandals take your
style up a notch with a platform heel and T-stra

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



Shopping Bot

American Rag Jamie T-Strap ' X +

@ https://www.macys.com/shop/product/american-rag-jamie-t-strap-platform-dress-sandals-created-for-macys?ID=2603457&CategorylD=56172&swatchColor=Tan#fn=sp%3D1%26

Sp

W

Incognito @

Macy's / Shoes / Sandals & Flip Flops

American Rag
Jamie T-Strap Platform Dress Sandals, Created

for Macy's
Y% % % % % 105 Reviews 2 Questions & 6 Answers

Limited-Time Special

$59.50
Sale $29.75 (50% off) Sale ends 7/30/19

Color: Black Micro

A AR 4 /A o See All
00 00 =
b Sl \_/ \;>~' > AV

Find Your True Fit
Size: 6.5M | Size Chart

RN o [

' '

Qty: 1 -+

ADD TO BAG ADD TO LIST

© Shiplt
In stock: Usually ships within 3 business days.

E Watch Video

Free Pickup In Store
Check Availability In Stores

Product Details —_

American Rag's Jamie dress sandals take your

customers also
shopped

G by GUESS Shelli
Sandals
$59.00

KA KKK (2

Jessica Simpson
Jakayla We...
Orig. $79.00
Now $36.13

1. 0.0.¢.0.48)

Call It Spring Acaviel
Wed...
Reg. $50.00
Sale $25.00
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Shopping Bot

American Rag Jamie T-Strap X 4=

C' @& https://www.macys.com : i

1 item added to your bag

American Rag Jamie T-Strap Platform Dress $59.50
Sandals, Created for Macy's Sale $29.75

You just saved $29.75!
Color:

Black Micro 1 item(s) in bag subtotal: $29.75

Size:
6.5M

you saved: $29.75

VIEW BAG & CHECKOUT

You're $45.25 away from Free Shipping. CONTINUE SHOPPING

Excludes furniture, mattresses & other exclusions apply.

Customers who bought this also shopped...

G by GUESS Shelli Call It Spring Acaviel American Rag Charlize Material Girl Bretta Material Girl Bretta
Sandals Wed... Perf... Wedge... Wedge...
$59.00 Limited-Time Special Limited-Time Special LAST ACT LAST ACT

). ©.9.0.0.4%) Reg. $60.00 Reg. $59.50 Orig. $59.50 Orig. $59.50 Reg. $59.50
Sale $25.00 Sale $29.75 Now $29.63 Now $29.63 Sale $49.99

1.0.0.0.0.¢ (44) coupon excluded coupon excluded Aok Ak (141)
kKKK (36) ok k A K (4)

American Rag Reeta
Block-H...

Mathur et al., Dark Patterns at Scale: Findings from a Crawl! of 11K Shopping Websites, July 2019



Shopping Bot

Macy's Shopping Bag X <}

@ https://www.macys.com/my-bag v

Macy's Presents: The Edit- A curated mix of fashion and inspiration Check It Out Free Shipping with $75 purchase + Free Store Pickup. Contiguous US. Exclusions

*m C . Macy's Dulles ® Signin
QCVS STORES DEALS LISTS GIFTS v  WEDDING REGISTRY I Closed until 10 AM £ MY ACCOUNT v

229

a
SHOP BY DEPARTMENT v Search or enter web ID ﬂ “

M
* | Shopping Bag

Your Pickup Store B
Q Macy's Dulles Change Store + Offers

Sorry, there are no offers that apply to the items in your bag.
To see if you have other offers, sign in.

American Rag Reg. $59.50 Enter Promo Code. Limit Of 1 Offer Per Order.
Jamie T-Strap Platform Dress Sandals, 1 ¥ S . =
Sale $29.75
Created For Macy's APPLY
Total $29.75
Size: 6.5M
Color: Black Micro
Web ID: 2603457
You're $45.25 away from Free Shipping!
A Excludes furniture, mattresses, and cther items. See Exclusions
o Ship It.
In Stock: Usually Ships Within 3 Business Days.
Pick Up In Store. Subtotal $29.75
We Will Ship Your Iltem(S) To Macy's Dulles.
Ready In 6-9 BUSINESS DAYS Shipping 0 $10.95
Move To List Remove
Pre-Tax Order Total $40.70
. You saved @ $29.75

Get Better Benefits When You Shop With Star Rewards!

MAaCVS
star rewards PROCEED TO CHECKOUT

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



Shopping Bot

Sign In - Macy's X +

@ https://www.macys.com/account/signin?fromCheckout=fromCheckout

* MCACYS

© Secure Sign In

Returning customer No account yet?
Email Address Checkout as a guest. Plus, you can create an account for
next time.
CHECKOUT AS GUEST
Password
Show

Remember Me @

Forgot Your Password?

Nacys.com, LLC, 680 Folsom Street, San Francisco, CA 94107Legal Notice Pricing Policy Privacy Practices Interest Based Ads Product Recalls
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Shopping Bot

Macy's Checkout X -+

& & https://www.macys.com/chkout/rc?perfectProxy=true&segment=256-24,327-21,392-21

Shipping address

First name

Last name

Address line 1

Address line 2 (optional)

Apt, Suite, Bldg, Floor, etc

ZIP code State

‘ Select

City

Phone number

Shipping options

https://www.macys.com/chkout/startguestcheckout?bypass_redirect=true

CONTINUE

Subtotal

Shipping
Estimated tax @)

Order total
You saved

$29.75

$10.95
$1.79

$42.49
$29.75

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



Three Key Challenges

4 . N

Mimicking a real user Collecting and storing Analyzing collected
K browsing websites / data from websites data
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Three Key Challenges

-~

Mimicking a real user

Collecting and storing

\

browsing websites K data from websites /

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019

Analyzing collected
data



Page Segments

Macy's / Shoes / Boots

customers also
shopped
Sporto
Dana Boots
&Kk Kk 76 Reviews
LAST ACT

$79.00
Now $39.13 (50% off)

coupon excluded Details

Sporto Jenny Water-Resista...

Orig. $79.00
Color: Black Now $39.13
* % % %k Kk (@45)
$39.13
$25.03

L
L
n
'

N
\
|
Q

Style & Co Angiee Lace-Up ...

Size: Please select | Size Chart Orig. $79.50
Now $37.93
6M 6.5M 9.5M * % % % Kk (29)

Qty: 1 +
ADD TO BAG ADD TO LIST
Baretraps Arlow Winter Boo...
Orig. $99.00
Now $34.13
Availability
Select a size above in order to view availability. *okkkok 54
Product Details — v

Eastman Sporto's Dana boots feature modern lines
with a hint of retro inspiration and plush faux fur for a

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



Page Segments

customers also
shopped

%k Ak K 76 Reviews
LAST ACT
Macy's / Shoes / Boots $39.13 $79.00
R Sporto Now $39.13 (50% off)
$25.03 Color: Black ana Boots 1 coupon excluded Details

A

T “

|
Macy's / Shoes / Boots

L
L
n
'

Size: Please select | Size Chart

6M 6.5M 9.5M

Qty: 1 -~

ADD TO BAG —

Sporto
Dana Boots
&Kk Kk 76 Reviews
LAST ACT

$79.00
Now $39.13 (50% off)

coupon excluded Details

Color: Black

$39.13

$25.03

N
)
I
Q

Size: Please select | Size Chart

6M 6.5M 9.5M

customers also
shopped

Sporto Jenny Water-Resista...

Orig. $79.00
Now $39.13

* % % %k Kk (@45)

Style & Co Angiee Lace-Up ...

Orig. $79.50
Now $37.93

* % % % %k (29)

Select a size above in order to view availability.
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Product Details =

Eastman Sporto's Dana boots feature modern lines
with a hint of retro inspiration and plush faux fur for a

Sporto Jenny Water-Resista...

Orig. $79.00
Now $39.13

% % % % Kk (45)

| Style & Co Angiee Lace-Up ...

Orig. $79.50
Now $37.93

Y Y %k K K (29)

Qty: 1 +
Baretraps Arlow Winter Boo..
ADD TO BAG ADD TO LIST /
Baretraps Arlow Winter Boo..” |
Orig. $99.00 Orig. $99.00
Now $34.13 ] >
Availability " *°:_ ey Now 83413
Select a size above in order to view availability. L —
% % %k Kk Kk (54)
Product Details - v
Eastman Sporto's Dana boots feature modern lines
with a hint of retro inspiration and plush faux fur for a
ADD TO LIST
Availability




Page Segments —

A
LAST ACT customers also
Macy's / Shoes / Boots $39.13 $79.00 shopped
R Sporto Now $39.13 (50% off)
$25.03 Color: Black ana Boots i coupon excluded Details

A
A A

Macy's / Shoes / Boots
customers also

shopped

Sporto
Dana Boots
&Kk Kk 76 Reviews
LAST ACT
$79.00

® HTML Sources

Now $39.13 (50% off)

g Sporto Jenny Water-Resista...
coupon excluded Details /
1

Sporto Jenny Water-Resista...

Orig. $79.00 ] Orig. $79.00
— Color: Black Now $39.13 Now $39.13
%k k k ok (45 |
* % % %k Kk (45)

® Screenshots

L
® HAR files %
!

/ | Style & Co Angiee Lace-Up ...

Style & Co Angiee Lace-Up ...

® HTTP Requests
® HTTP Responses

| Oifla, 7550 Orig. $79.50
Size: Please select | Size Chart rig. $79. —_—
Now $37.93 Now $37.93
6M | 6.5M | | 9.5M dkdkkdkes ——
Y Y %k K K (29)

Size: Please select | Size Chart Qty: 1 +
/
6M 6.5M 9.5M _ Baretraps Arlow Winter Boo..
ADD TO BAG ADD TO LIST /
Baretraps Arlow Winter Boo..” |

Orig. $99.00 Orig. $99.00

Qty: 1 -~ Availability Now $34.13 ] Now $34.13
Select a size above in order to view availability. KRN LN B4 —~ —

% % % % Kk (54)

ADD TO BAG Y Product Details —_ "4

Eastman Sporto's Dana boots feature modern lines

with a hint of retro inspiration and plush faux fur for a

ADD TO LIST

Availability
Select a size above in order to view availability.

Product Details =

Eastman Sporto's Dana boots feature modern lines
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_| rafaelw / mutation-summary

OWatch~v 46 % Star 545 @ ¥YFork 129

<>Code (1) Issues 19 1) Pull requests 9 I'l| Projects 0 EEIWiki W) Security  [:li Insights

A JavaScript library that makes observing changes to the DOM easy

‘D 82 commits

Branch: master v New pull request

.y« rafaelw Update APIReference.md

B docs
B examples

Bl src

Bl tests
B util
£) .gitignore

¥ 1 branch © 0 releases

Update ObserversVsEvents.md

Updated to latest typescript

added reparented to characterData query
added reparented to characterData query
Updated to latest typescript

update TypeScript

42 4 contributors sfs Apache-2.0
s

Create new file  Upload files = Find file Clone or download ~

Latest commit 421110 on Apr 12, 2015

6 years ago
5 years ago
5 years ago
5 years ago
5 years ago

6 years ago



Three Key Challenges

-~

Mimicking a real user

Collecting and storing

\

browsing websites K data from websites /
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Analyzing collected
data



Three Key Challenges

Mimicking a real user Collecting and storing Analyzing collected
browsing websites data from websites k data /
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Clustering Segments

coupon excluded Details

Macy's / Shoes / Boots

Orig. $79.50
Now $37.93

% % % % K (54)

Sporto LAST ACT

$79.00
Dana Boots Now $39.13 (50% off)

% % % % k (45)

Size: Please select | Size Chart

6M 6.5M 9.5M

ADD TO BAG

Orig. $79.00
Now $39.13

Yok %k K 76 Reviews

customers also | [k % Kk %k (29 .
shopped

Sporto Jenny Water-Resista...

Color: Black | |Qty: 1

| Style & Co Angiee Lace-Up ...

Orig. $99.00
Now $34.13 $39.13

Baretraps Arlow Winter Boo..

Availability

Select a size above in order to view availability.

Hierarchical
et - Clustering

Eastman Sporto's Dana boots feature modern lines

with a hint of retro inspiration and plush faux fur for a
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Examine clusters
for dark patterns



1,818 dark patterns on 1,254
shopping websites
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15 Types, 7 Categories

4 Snheaking N 7 Urgency N Scarcity N
1. S'T‘eak into Basket 1. Countdown Timer 1. Low-stock Message
2. Hidden Costs . . .
3 Hidden Subscribtion 2. Limited-time Message 2. High-demand Message
O PEoh L \ %
-~ - R
/ Misdirection \ 4 Social Proof A Obstruction
. . 1. Hard to Cancel
1.  Confirmshaming 1. Activity Messages \ %
2. Visual Interference 2' Tastimonials of e - d Acti ™
3. Trick Questions ' Uncertain Origin orced Action
\ 4. PressuredSeling /1 -/ N 1.  Forced Enroliment y
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DP #1: Urgency — Timers

Wait!
NEW VIP MEMBER EXCLUSIVE p YOUR CART QUALIFIES FOR

d 2 STYLES FOR $29 95 ‘ 15% OFF YOUR ENTIRE ORDER.

+ FREE SHIPPING

e

Offer Expires in:

- "s\

Your personal boutique is the works and will be here within 12 hours.
But don't wait to shop, new season styles have already arrived!

\-— " 00:59:48
- | ,, )

® 393 instances across 361 websites.

219

Enter your email to activate your unique,
limited-time offer:

® 157 deceptive instances.
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DP #2: Urgency — Limited Time

| * O SKU: T181129005
HMD Odyssey+ - Windows Mixed Reality | .
t
Headset neee
5.6 (48) Write a review
wWindows Mixed Reality Only 3 Ieft

Dual 35" AMOLED (1440x1600 dots)

O Price includes $200 instant savings - 40% off. Limited time only. : ARE 40 .
‘ Sale ends soon: @

$299.99 vousave SIZE *

$200

® 88 instances across 84 websites.
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DP #3: Sneaking — Sneak into Basket

® In stock: Ships tod

TODAY'S SALE!- VALID ONLINE ONLY- *Up To 45% Off + Free Local Delivery

) Tv:
L 2) O, ) ADD TOMY CART O

Delivery Info Billing Info Review & Place Order

Log.in to apply your points or discounts and earn even more points towards future purchases

Need assistance? We are here to help! Call us any time at 877-638-3303 ETIMI Da 110% |
© ® B

Send me purchase updates on Messenger
Item Qty Price Subtotal Send to @9 Messenger
o Dreaming of Tuscany - $52.99 $52.99
Y Selected: "As Shown" 3 @ LG V40 ThinQ - Full Edge Tempered Glass Screen
2nd choice: similar as possible, same look and feel * Protector, Black
* Greeting Card Service 1 A $3.99 $3.99 $19.99 $4.99
Selected: "STANDARD" v Add to my cart

® 7 instances across 7 websites.
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DP #4: Sneaking — Hidden Subscription

» Case - SAVE over S100 @ 15 bottles for JUST $13.29 each \' ”) 4 /Z el /] ((/j

Collection

arage bottle rating €
Start saving with the Ross-Simons VIP Rewards Club!

YOU DESERVE OUR SPECIAL TREATMENT!
$199.35 - =

" Annual benefits include:

SAVE $107.00

| % Three $50 gift coupons ($150 total) to use on three
distinct purchases - it more than pays for itself!

e Free 2-business-day domestic shipping.

e Free shipping on jewelry returns.

Shipping Rates

» Exclusive invitation-only savings events that you'll
receive several times a year.

Enjoy FREE shipping with WSJwine

.o Priority phone line answered by a dedicated VIP
consultant to assist you.

:
Just $95.00

Learn More

Add to Cart

T R Advantage
7
o

JOIN TODAY

Already a member? Sign In.

Terms and conditions

® 14 instances across 13 websites.
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DP #5: Social Proof — Activity Notification

Few Left

— ) 4
l/ \ »
.

Jacqueline from 761
Jacksonville just saved e i . .
$52 on her order Rie bsair @ 28 viewed in last 24 hours

® 313 instances across 264 websites.

® 29 deceptive instances.
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DP #5: Social Proof — Activity Notification

Ms = ["Abigail", "Alexandra", "Alexis", "Alicia", "Allison",
"Alyssa'", "Amanda", "Amber", "Amy", "Andrea", "Angela', "Anna",
"April", "Ashley", "Brianna"“, "Brittany", "Brittney", "Brooke",
"Caitlin", "Caroline", "Cassandra', "Catherine", "Chelsea",
"Christina", "Christine", "Courtney", "Crystal", "Danielle",
"Destiny", '"Diana", "Elizabeth", "Emily", "Emma", "Erica",
"Erika", "Erin", "Gabrielle", "Grace", "Hailey", "Haley",

><\ "Hannah", "Heather", "Isabella", "Jacqueline", "Jamie", "Jasmine",
Jocquellne from 76 1 Jenna",; "Jennifer™;, "Jessica™, "Jordan“, "“Julia™, "“Julie”™,
"Kaitlyn", "Katelyn", "Katherine'", "Kathryn", "Katie", "Kayla",

"Kelly", "Kelsey", "Kimberly", "Kristen", "Kristin", "Laura",

Jacksonville just saved + d
$52 h d IteEMms SO "Lauren', "Leah", "Lindsay", "Lindsey", "Lisa", "Madison",
on er oraer th]S hour "Maria", "Marissa", "Mary", "Megan", "Melissa", "Michelle",

‘ "Molly", "Monica", "Morgan", "Natalie", "Nicole", "Olivia",

"Paige", '"Rachel", "Rebecca", "Samantha", "Sara", "Sarah",
"'Savannah", "Shannon", "Shelby", "Sierra", "Sophia", "Stephanie",
"Sydney", "Taylor", "Tiffany", '"Vanessa", "Victoria", "Whitney"

1,

As = ["Albuquerque", "Anaheim", "Arlington", "Atlanta", "Aurora",
"Austin", "Bakersfield'", "Baltimore", "Boston", "Charlotte",
"Chicago", "Cleveland", "Colorado", "Columbus", "Dallas",
"Denver", "Detroit", "El1 Paso", "Fort Worth", "Fresno",

"Honolulu", "Houston", "Indianapolis", "Jacksonville", "Kansas ",
"Las Vegas", '"Long Beach", "Los Angeles", "Louisville", "Memphis",
"Mesa", "Miami", "Milwaukee", "Minneapolis", "Nashville",
"New Orleans", "New York City", "Oakland", "Oklahoma ", "Omaha",
"Philadelphia", "Phoenix", "Portland", "Raleigh", "Riverside",
"Sacramento", "San Antonio", "San Diego", "San Francisco",
"'San Jose'", "Santa Ana", "Seattle", "St. Louis", "Tampa"“,
"Tucson", "Tulsa", "Virginia", "Washington", "Wichita"
1,
N T E————
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Budexpressnow.ca

TO YOUR DOOR

—— ONLINE SHOP Hot ltems Sale items New Products

S\&w DELIVERY STRAIGHT About v Weeducation News Reviews FAQ Log in / Sign up

3 users have looked at this product %

BXN Premium p Q in the pas! 2 minutes
(Hybrid Mix) - 3 Pack

$12

Limited time only! $11.99 for 3 Pre-Rolls!

Each Sativa Pre-Roll contains approximately 0.8 gram of lab-tested Hybrid

flower mix.

. This product is excluded from cart discount codes.

image for reference only

Quantity: - 1 4

probability: .5,

pattern: "{X} have {Y} this product in the past {Z} {W}",
variables: {

(25 35 .45 By 85 ¥; 85 95 10];

“purchased”, "looked at"],

[Z5: 35.%5 8 By T; G 95 18] ;

"minutes”, "hours"]

= N < X
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Third-party Prevalence Additional Dark

Entity # Shopping # Alexa Top Patterns
x Websites Million

S O C I a I P rO Of Beeketing 406 4,151  Pressured Selling, Urgency, Scarcity

Dynamic Yield 114 416  Urgency
. . Yieldify 111 323  Urgency, Scarcity

Third parties e
Fresh Relevance 86 208 Urgency
Insider 52 484  Scarcity, Urgency
Bizzy 33 213. -~
ConvertCart 31 62 -
Taggstar 27 4  Scarcity, Urgency
Qubit 25 73  Pressured Selling, Scarcity, Urgency
Exponea 18 180  Urgency, Scarcity
Recently 14 66 -
Proof 11 508 -
Fera 11 132 Pressured Selling, Scarcity, Urgency
Nice 10 80 -
Woocommerce Notification 10 61 -
Bunting 5 17  Urgency, Scarcity
Credibly 4 67 -
Convertize 3 58  Scarcity, Urgency
LeanConvert 2 0 -
Boost 1 3 -
Amasty 1 0  Pressured Selling, Scarcity, Urgency
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boost

Hush it's a secret! If you are just
starting, you can use fake boosts.

If you just started, it can be hard for (Lewtom )

you to show real boosts right from -
the very beginning. Fake Boosts can

be used until some genuine
interactions data gets piled up. @ ©UAGLE FAKE PROOFS UNTILL SUFFICIENT REAL LEADS ARE CAPTURED

MIX FAKE BOOSTS UNTILATLEAST ~ 2 + REALLEADS ARE CAPTURED

It's the perfect feature for a fresh
ctart-un ~ ®

Roberto from Roma, IT |
Bought The Boost Plugin ‘

by: boost Q ’.v'

Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, July 2019



DP #6: Misdirection — Confirmshaming
®

WOULD YOU LIKE

15% OFF

YOUR PURCHASE?

“ Lo diilv T1IdNNw Ul W yVUW TILYWI T1HTHToo 4 U\'Jlsll iyl C

Yes! I'd like the discount

No thanks, | like full price

® 169 instances across 164 websites.
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Y
77; AMERICAN

AAF special bonus!

You have a chance to win a big fat discount. Are
you ready, patriot?

*1T yo

Every email address kills a terrorist

TRY YOUR LUCK

No, | don't feel lucky ><




x 0O Elements Network Console Sources Performance

*] spage.html’grou...5804&coupon=12 X

document .getElementById(' spin spinner’).src = "I

b, 3408);
setlimeocut(spinSignUp, 5400);

}

function onClick({) {

7 var img = document.getElementById(’ spin spinner’);
img. removeAttribute( 'style’ ).
0‘0 var ¢ss = 'transform: rotate(756d0eg9).;';
img.setAttribute(
\u :T;,:.'.' e LSS
3

{} Line 339, Column 1
4 ve @ Scope  Watch

®)overstock v Call Stack

v Breakpoints

Spin To Win

L 4

XHR/Fetch Breakpoints
DOM Breakpoints
Global Listeners

A

Decline My Offer

L 4

v

Event Listener Breakpoints

Console Remote devices Sensors wWhat's New Network ¢

Aa .* rotate(750deg C ®

ll g v spage.htmi?groupid=5804&coupon=12
.l% 0\0 39 ...sform: rotate(750deg);’;




DP #7: Misdirection — Trick Questions

* Phone " Email

We'd love to send you emails with offers and new products from New Balance Athletics, Inc. but{if you do not wish to receive

these updates, please tick this box. View Privacy Policy.

CONTINUE TO BILLING

Email address

If you click continue belowwe willbe happv to tell vou about discounts_money off and new products from Very by e-mail and text,

unless you tell us youlDO NOT want to hear about them, by ticking here.
| If you would like to receive offers from carefully selected 3rd parties,(please tick here.

® 32 instances across 32 websites.
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DP #8: Misdirection — Upselling

TopCoat® Ultra Kit
$254 04 $159.99

ther, adding layers of improves

3
. Y L rh ney all work and bond together, ad : of It
A {A'&;“" performance and protection
- - ' ' ' v v
-~ 3 .
YES! Upgrade my Purchase

Not Interested

TopCoat® F11 Cart Items: 1 (View)
Bgl 56999 Cart Subtotal: $69.99

® 67 instances across 62 websites.
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DP #9: Misdirection — Visual Interference

ORDER SUMMARY

HARRIETT SLOUCH BOOT QTY: 1 2 FOR $§29.95: §19.98
SIZE: 8.5 keTo s LNRVAL-)
. Remove | Save for Later 5005 pEq
CONTACT PREFERENCES
SLEEK SOPHISTICATED BELT BAG QTY: 1 2 FOR §29.95: §9.97
. . . . . = Remove | Save for Later H1eos e
Please select Yes below if you are happy to receive email notifications of exclusive member offers from

M8 Group companies. You will always have the option to unsubscribe from any emails you decide you
would rather not receive.

| do want to hear ?}%}f}t t?‘

YES about exclusive
offers & discounts

PARENTS INCLUDED

== . 2 YEAR SUBSCRIPTION View offer & refund details

You will not be billed for Remove | Pick Another One

Y -
\ja %) . this offer (24 Issue)
o 'L

Don't worry, we will never sell or rent your personal information, it's part of our privacy policy. Also, you can

update your preferences and unsubscribe from 'My Account' at any time. ADD PROMO CODE / GIFT CARD +
SUBTOTAL: $59.90
PROMO CODE: 2 for $29.95 -$29.95
SHIPPING: Classic Fab (7-10 days) Change $4.95
TAX: @ $0.77
TOTAL: $35.67
YOU ARE SAVING $69.95

s—

® 25 instances across 24 websites.
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Is any of this new?
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e Scale
e Sophistication

e \ariety
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What can we do about dark
patterns?



IP REPORTS

INNOVATION AND FORESIGHT

°0

Shaping Choices o
in the Dlgltal W g:\lnll nt: Spot Manipulative 'Dark Patterns’

From dark patterns to data protection: Hard-to-find settings and confusing language can lead you to
DECE'VE D BY DESIG N the influence of ux/ui design on user empowerment ) i .
buy, share, or receive more than you want. This guide can help.
How tech companies use dark patterns to discourage us from By Thomas Germain
exercising our rights to privacy ‘ Januar y 30, 2019
27.06.2018 ‘
| f v P38

&=
‘l FORBRUKER

Anyone who’s tried to close an Amazon account knows that breaking up is

Norwegian Consumer Council / CNIL / Consumer Reports



Legal Solutions
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Legal Solutions

1.  Many deceptive dark patterns violate Section 5 of the FTC
Act.
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Legal Solutions

1.  Many deceptive dark patterns violate Section 5 of the FTC
Act.

2. “Sneaking” and “aggressive” dark patterns violate the
Consumer Rights Directive in the UK.
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Legal Solutions

1.  Many deceptive dark patterns violate Section 5 of the FTC
Act.

2. “Sneaking” and “aggressive” dark patterns violate the
Consumer Rights Directive in the UK.

3. Industry specific rules in the United States: ROSCA,
Funeral Rule, Used Car Rule.
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Legal Solutions

@* Mark Warner V] v
' @MarkWarner

You might not have heard of a “dark pattern,” but chances
are you've seen these annoying, manipulative designs
trying to trick you into clicking, buying, or signing up for

something you don't want. Today | introduced the P rO pOSed D ETO U R aCt rei n S i n
DETOUR Act with @SenatorFischer to do something . .
about them, more broadly against design

that “obscures, subverts, or
Impairs user autonomy and
decision-making”.

1:00 PM - Apr 9, 2019 - Twitter Web Client

https://twitter.com/MarkWarner/status/1115660831969153025



Technical Solutions

— T 4

ADD TO CART - §29.99

1116 Claimed! Hurry, only a few left! A

00 03 55 60 &

Minutes

This is an instance of Dark Pattern
- called ‘Countdown Timer’. The timer

. might be fake. Click to learn more,

Browser extension to alert users about dark patterns, or
block third-parties that enable dark patterns
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Thank you for listening

Gunes Acar

gunes.acar@kuleuven.be

https://webtransparency.cs.princeton.edu/dark-patterns

M PRINCETON @900
N UNIVERSITY \ TECHNOLOGY

POLICY

IIIIIIIIIIIIIIIIIII



https://webtransparency.cs.princeton.edu/dark-patterns

