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Every prime number, eventually. (Or the heat death of the universe; whichever
happens first.)
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é Apple

CommonCrypto

Primality test:
CCBigNumlsPrime

Arguments:
&status — result
n —number to test

Method:
16 rounds of Miller-Rabin
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Cryptographic Interfaces

Apple platforms offer a comprehensive set of low-level APIs
for developing cryptographic solutions within your apps.

SecKey API for Asymmetric Keys

SecKey provides a unified asymmetric key APl across Apple
platforms.

[0 Certificate, Key, and Trust Services: Keys

CryptoTokenKit for Smart Card Support

The CryptoTokenKit framework provides first-class access
for working with smart cards and other cryptographic
devices in macOS.

[ CryptoTokenKit

@® @ Apple Inc. (US) | https://developer.apple.com/security/

Develop

o @ v | Q search N @
Distribute Support Account Q
Overview Developer ID App Sandboxing
Common Crypto Library

The Common Crypto library supports symmetric encryption,
hash-based message authentication codes, and digests.

[ Cryptographic Services Guide
Common Crypto on Apple Open Source
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Test

Input

Output

[ NON I 2 0 [ test ) E My Mac test | Build test: Succeeded | Today at 5:37 pm = @ | O

|m < D> test )| test ) [@ main.c ) [[7] prime_test()

#include <stdio.h>
#import <CommonCrypto/CommonCrypto.h>
#include "CommonBigNum.h"

void prime_test(CCBigNumRef bn, CCStatus status){
bool res;
uint32_t bitcount;

res = CCBigNumIsPrime(&status,bn); // Call Primality test
bitcount = CCBigNumBitCount(bn);

printf("Bitsize: %u ",bitcount); //print bit size
printf(res ? "Prime\n" : "Composite\n"); //print test result

int main(int argc, const char * argv[]) {
CCStatus status;

char xdecstring_512 =
"7901877332421117604277233556001994548174031728058485631926375876865078028180049751981627864304181541061183590498201673009039329539171539230651776950727307" ;

char xdecstring_1024 =
"122623673100774902819890811512093121818009864395929257382206929494220541500353599732762551419245399058398366502168963509640168639794202705645034115138272912
046190084444976198156980059092407987735996562308131806635633617847615677949071026045920492821200676854540540234658043716124914438158326334228684623784307";

char xdecstring_2048 =
"190459931303402389605166195264381964001111002052823435867306554913611456567162795311336264304345298625640121179810391241648771016979401768965861584176059582
6387720084891350450702127757995008816912489226842637761863745098717027405273533019811291500846988716863179108888213846289597624169642431968468269473768448287
3770270608671767351537287446887784007605238000642746275451764369774864238904543361007743399722804711123700499775470397792907613698576886427753795632702382124
771629436498075085327724596322478489152628386513622447595060065193541715781044580768866541780025974180911498465786060216591028528938508564952141307";

CCBigNumRef bn_512 = CCBigNumFromDecimalString(&status, decstring_512);
CCBigNumRef bn_1024 = CCBigNumFromDecimalString(&status, decstring_1024);
CCBigNumRef bn_2048 = CCBigNumFromDecimalString(&status, decstring_2048);

prime_test(bn_512,status);
prime_test(bn_1024,status);
prime_test(bn_2048,status);
return @;
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[ NON NN 2 [l test ) E My Mac Finished running test : test

© < L d

99 < > [Etest)| test) [& mainc ) [[7 prime_test()

#include <stdio.h>
#import <CommonCrypto/CommonCrypto.h>
#include "CommonBigNum.h"

void prime_test(CCBigNumRef bn, CCStatus status){
bool res;
uint32_t bitcount;

res = CCBigNumIsPrime(&status,bn); // Call Primality test
bitcount = CCBigNumBitCount(bn);

printf("Bitsize: %u ",bitcount); //print bit size
printf(res ? "Prime\n" : "Composite\n"); //print test result

int main(int argc, const char * argv[]) {
CCStatus status;

har *decstring_512 = - . -
¢ ar"798227;;224211176042772335560019945481740317280584856319263758768650780 Blt 512 e : 512 Prlme
char xdecstring_1024 =

"12262367310077490281989081151209312181800986439592925738220692949422054 Bit S i ze: 1024 Pr ime

046190084444976198156980059092407987735996562308131806635633617847615677

char xdecstring_2048 = . . :
"19045993130340238960516619526438196400111100205282343586730655491361145 Blt s 1 z e : 2948 Pr 1me

638772008489135045070212775799500881691248922684263776186374509871702740

377027060867176735153728744688778400760523800064274627545176436977486423 program end ed With eXit c°de : a

771629436498075085327724596322478489152628386513622447595060065193541715

CCBigNumRef bn_512 = CCBigNumFromDecimalString(&status, decstring_512);
CCBigNumRef bn_1024 = CCBigNumFromDecimalString(&status, decstring_1024);
CCBigNumRef bn_2048 = CCBigNumFromDecimalString(&status, decstring_2048);

prime_test(bn_512,status);
prime_test(bn_1024,status);
prime_test(bn_2048,status);
return 9;

}

FE »

Bitsize: 512 Prime
Bitsize: 1024 Prime
Bitsize: 2048 Prime
Program ended with exit code: @
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A closer look at n (1024 bit)

n=122623673100774902819890811512093121818009864395929257382
206929494220541500353599732762551419245399058398366502168
963509640168639794202705645034115138272912046190084444976
198156980059092407987735996562308131806635633617847615677
949071026045920492821200676854540540234658043716124914438
158326334228684623784307



N = 1844236408212452540995102639897261852755552643547799634597
30437466872086414580403681648321609499543203 *

2083987141280071371324465983083905893613774487209013587094
9539433756545764847585616026260341873448381827 *

3190528986207542895921527567022263005267106073337693367853
3365681768870949722409836925159638443420973947

n=p,p,p, where p.= k(p, -1)+1with (k,, k,) =(113,173)

* This n was carefully constructed to always be declared prime by the 16 rounds
of fixed-base Miller-Rabin testing used by Apple’s CommonCrypto.

* 512 and 2048 bit examples are also composites of this form.



Disclosure
CVEID

CVE-2018-4398 Learn more at National Vulnerability Database (NVD)
e CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions ¢« SCAP Mappings e CPE Information

An issue existed in the method for determining prime numbers. e~was addressed by using pseudorandom bases for testing of primes. This issue affected
versions prior to iOS 12.1, macOS Mojave 10.14.1, tvOS 12.1 'Tunes 12.9.1, iCloud for Windows 7.8.

References
Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

e MISC:https://support.apple.com/kb/HT209192
e MISC:https://support.apple.com/kb/HT209193
e MISC:https://support.apple.com/kb/HT209194
e MISC:https://support.apple.com/kb/HT209195
e MISC:https://support.apple.com/kb/HT209197
e MISC:https://support.apple.com/kb/HT209198
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For each library we studied:

* Which primality tests are being
performed?

* How are the tests implemented?

 How do these tests perform against

maliciously generated composite
numbers?



Library analysis

Prime and Prejudice: Primality Testing Under Adversarial
Conditions
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Current OpenSSL API for primality testing

int BN 1s prime fasttest ex(const BIGNUM *w, int
checks, BN CTX *ctx passed, 1nt do trial division,
BN GENCB *cb)

* checks =0: defaults to setting number of MR rounds based on size of
input.
* Typically 2 or 3 MR rounds for inputs of cryptographic size.

* Designed for random input testing, not appropriate when testing
maliciously-generated inputs.



Bad Diffie-Hellman in OpenSSL

. Setq=q,q,.q, q1 = 219186431519361672882122216610071
g2 = 407060515678814535352512687990131
* Then g fools a single random-base MR g3 = 2022777639450109152597870741858647

test with probability 1/256. g1 = 5855408956302947546993836358011871

. p=2g+1is prime and has 1024 bits. g5 = 14159443476150764068185095193010523
g6 = 14873364995956684945572578984254751
* We can solve DLP in subgroup of order qr = 146385223907573688674845908950296751
g in “only” 0(2°) operations. s = 1097028089754405172775021694133400351
o = 1353476214632058330047104687567182251.

(&) ]

* OpenSSL prior to 1.1.0i validates these
parameters as being good for DH with
probability 2724,
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Safety in Numbers: On the Need for Robust Diffie-
Hellman Parameter Validation

Authors Authors and affiliations

Steven Galbraith, Jake Massimo , Kenneth G. Paterson



Analysis: Bad Diffie-Hellman in OpenSSL

* The OpenSSL developers misused their primality testing APl in their own
library!

* They used checks =0 defaulting to “random case” instead of “malicious
case” test parameters.

* Can lead to acceptance of weak DH parameters (with low prob.)

e Attack scenario: PAKE protocol in which attacker impersonates server,
offers bad DH parameters, leading to client password breach.



Designing a better API

int BN i1s prime fasttest ex(const BIGNUM *w,
int checks, BN CTX *ctx passed, 1int
do trial division, BN GENCB *cb)

Research Question: A
Is it possible to design a robust and performant
primality test whose API has a single input: n, the
number being tested?
\ ; /




Designing a better API

* Having a simple APl means the primality test cannot be fine-tuned to
different use cases by a well-informed developer.

* OpenSSl’s checks and do trial division options are no longer
available.

* The test must always use pessimistic settings because inputs may be
malicious.

* What is the impact on performance?



Candidate for underlying primality test

2-128

* MR64 test has worst-case error rate on composite input, and error

rate O on prime input.
* Simple to implement, widely supported in existing libraries.

* For comparison: MRAC (Miller-Rabin average case): what OpenSSL

currently does by default

 Has worst-case error rate 2% on adversarial input.
* But it’s fast!



* Primality tests typically use trial division with small divisors to speed up
performance.

* For example, OpenSSL offers the option to do trial division on the first
2047 odd primes (selected viathe do trial division flag).

* How does the amount of trial division affect test performance?



Tuning trial division

0.35 A

0.30 A

0.25 A

0.20 -

ge time taken (ms) to test a random 1024-bit n

MRAC Experimental
MRAC Theoretical
MR64 Experimental
MR64 Theoretical
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Number of trial divisors r

Running time of OpenSSL default (MRAC) and MR64



Designing a better API

* MR64 using trial division with r = 128 primes is 17% faster than current
OpenSSL for random, odd, 1024-bit inputs!

* More generally, we can tune r to the input size k.

k r

kell,512] 64

k€ [513,1024] 128
k € [1025,2048] 384
k € [2049,3072] 768

k € [3073,00) 1024




Prime Generation Use Case

e OpenSSL uses sieving and primality testing (with checks=0,
do trial division=0)to generate random primes.

 MR64 does up to 64 rounds of MR and redundant trial division.

* So what is the perf impact of using MR64 as a drop-in replacement in OpenSSL?

k rused MR64 MRAC Overhead

512 64 12.37 8.859 40%
1024 128  60.83 45.20 35%
2048 384 385.2 268.5 43%
3072 768 1379 946.7 46%

* We can even beat OpenSSL by 5% if we allow ourselves to tune sieving as well!



Deploying the API

* Our proposed API for MR64 wraps the existing OpenSSL function.

int BN_is_prime_robust_ex(const BIGNUM *a) {
return BN_is_prime_fasttest_ex(a, 64, NULL, 1,
NULL); }

* But we also need to modify function internals to tune trial division.

* What about legacy code using the existing API?
* We can modify the existing OpenSSL primality test to force the use of MR64,
no matter what the calling code asks for!



Deploying the APl — OpenSSL

Ll openssl / openssl ©Owatch~ 866  KStar 1.6k  YFork 5.1k

<>Code (Dlssues 795 [ Pull requests 266 Il Projects 2 EEWiki @) Security  [:li Insights

Improve prime checks #9272

WYYl kroeckx wants to merge 11 commits into openssl:master from kroeckx:prime_check [Ea

¢t Conversation 21 -0 Commits 11 #® Checks 0 Files changed 18 +221-161 HEEN
Changes from 1 commit v File filter... v X Clear filters Jumpto...v £+
Add BN_is_prime_ex2() <Prev  Next)
Add a new API to test for primes that can't be misused, deprecated the
old APIs.

G kroeckx committed on 6 Oct commit d11daf556285030492bf3b3c0e8da67f5ebd32ed



Deploying the APl — OpenSSL

566 +

567 4+ int BN_is_prime_ex2(const BIGNUM xp, BN_CTX xctx, BN_GENCB xcb)

568 + {

569+ /*

570 + * By default use 64 rounds of Miller-Rabin, which should give a false
571 + * positive rate of 27-128. If the size of the prime is larger than 2048
572 + * the user probably wants a higher security level than 128, so switch
573 + * to 128 rounds giving a false positive rate of 27-256.

574 + */

575 + int checks = 64;

576 + if (BN_num_bits(p) > 2048)

577+ checks = 128;

578 +

579 + return bn_is_prime_int(p, checks, ctx, 1, cb);

580 + }

https://github.com/openssl/openssl/pull/9272/commits/d11daf556285030492bf3b3c0e8da67f5ebd32ed



Deploying the APl — OpenSSL

https://github.com/openssl/openssl/pull/9272/commits/d11daf556285030492bf3b3c0e8da67f5ebd32ed



Concluding Remarks

Elevate the study of crypto APIs to a first-class research concern.
e cf. Nonce-based AEAD, Curve25519, NaCl crypto library,...
 [LCWZ14,G516, NKMB17,...] on crypto API design/testing.

Simplicity and security versus flexibility and performance.

If we continue to get it wrong for a classical task like primality testing,
what hope do we have for more advanced cryptographic functions?

Interested? We are hiring at ETH Applied Cryptography!
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